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Summary: Rapport prevented all known attacks against eBay performed by the tested malware.

Introduction

Our task was to test Rapport against seven dangerous malware that attack financial institutions. The audit's scope
included analyzing the malware' attacks against financial institutions' websites and finding out whether Rapport thwarts
all attempts to steal credentials or defraud the user. The malware to be tested were NetHell (Trojan.Win32.Delf.dgw),
SilentBanker (Trojan.Win32.Silentbanker), two variants of Wsnpoem (Trojan-Spy.Win32.Zbot.nm and Trojan-Spy
.Win32.Zbot.dqu — the first one is the original standalone variant while the other one is known to be bundled with
the notorious "Antivirus XP 2008" fake anti-virus software, and both are delivered through the fake "PayPal invoice"
spam), Papras (Trojan-PSW.Win32.Papras.eca), MBR Torpig (Trojan.Sinowal.fd), Torpig (Trojan.PSW.Sinowal.G)
and CoreFlood (Trojan-Downloader.Win32.Zlob.pmd). The malware' binaries as well as the decryption routines
for their encrypted communication were provided with the task assignment. Each malware uses a technique to steal
the credentials. These techniques were divided into three categories.

The tests were performed on a clean machine with Windows XP Service Pack 2 with Internet Explorer 6 installed.
Each test was performed in the following steps:
1. The machine was infected by the malware and rebooted.

2. A user login on ebay.com was performed. The username was "sample user 123", the password was
"qwer1234". The other malware' influences such as displaying the pages that are not genuine were noted.

3. The stolen data was retrieved and analyzed. Additional analysis of the malware behavior was performed.
4. Rapport was installed and the machine was rebooted.

5. A new user "sample user 3211" was signed in ebay.com when the full Rapport protection was installed.
The password for this account was "rewq4321".

6. The stolen data was retrieved and analyzed again.

The analysis of the stolen data included decryption (if needed) and check whether it contains the credentials.
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Malicious Browser Add-ons

Malware in this category: NetHell, SilentBanker

Internet Explorer add-on technology allows adding software components (add-ons) into the browser. These add-ons are
divided into a few categories such as Browser Helper Objects (BHO), ActiveX Control and so on. Each add-on can
control everything that goes on within the browser. Add-ons are usually used to add features (for example: extra
toolbars, animated mouse pointers, stock tickers, and pop-up ad blockers) to the browser. Many add-ons come from
the Internet. Most add-ons from the Internet require that the user gives permission before they are downloaded to
the computer. Some, however, might be installed without the user's knowledge. Some add-ons are installed with
Microsoft Windows. Although this technology was created to add useful features to the browser, it is widely used by
attackers to perform malicious activity such as stealing sensitive information, injecting transactions into authenticated
sessions, and changing information the user sees. This attack is called man-in-the-browser.

Code Hooking

Malware in this category: SilentBanker, Wsnpoem, Papras, MBR-Torpig, Torpig

Using this technique the malware hooks specific browser functions and injects its own code into these functions. Once
done, the malware operates inside the browser's process and whenever the browser calls a hooked function, the malware
code runs and has a full access to all the information inside the browser. Function hooking is a well know technique.
Any application can access the browser's memory and look for functions. When the function is found, it is possible to
override it with a different code. The malware can then cut the begging of the function and place its own code instead.
The malware can also make sure that the code which was cut off will run once the malware code completes its
execution. Function hooking might sound complicated but is actually very easy to do. There are many code samples and
even freeware and commercial tools that make it very simple to hook various functions inside the browser or one of its
components (such as WinlInet).

Direct/External DOM Access

Malware in this category: CoreFlood

Add-ons are not the only way to communicate with the browser. The same API that add-ons can use to control
the browser is also available to any program on the user's desktop. A malware can very easily retrieve a reference to
the browser and use this reference to access the browser's Document Object Model (DOM). From this moment on
the malware can use the same API as the add-on. While add-ons can be switched on and off by the user, programs that
access the browser are out of the user's control and are thus the most dangerous form of man-in-the-browser.
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NetHell

Known attacks: Credentials theft
Tested against: Rapport Dawsonite Build 0417.2

This malware uses a Browser Helper Object to inject its malicious library into Internet Explorer. This code steals
the credentials via intercepting the keystrokes and analyzing the data to be sent. The stolen data are encrypted and saved
to "C:\WINDOW S\system32\alog.txt". This file is periodically checked and if it has a nonzero size the contents are sent

out and the file is deleted.

The encrypted data

The decrypted data

B encrypted.txt - Notepad 1

File Edit Format VYiew Help

=101

P decrypted.txt - Notepad b

File Edit Format Yiew Help

=10l x|
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>0 Tk | gi3 yoc~bkal tk |QP<=0~0}}30yk | P<=:0eimz30

[https:/ signin. ebay. comsws /eBayISAPI. d1175TgnIn¥2eru=httpX3A%2F
%2 Fwww. ebay. com]

user d=KEYLOGGED :s5ample_user_123 KEYSREAD:sample_user_123
[https://signin. ebay. comfws /eBayISAPL. d11 75 gnIn%26r u=http%3A%2F
%2 Fwww. ebay. com]

pass=KEYLOGGED: Qwerl?34 KEYSREAD:qwerlz3d

[https:/ signin. ebay. comsws /eBayIsaPI. d11?co_partnerid=2%26sitei
d=0%26Us57ngSsL=1]

welcome to eBa

MfcIsaPICommand=5ignInwelcome

bhid=

1se=false

1sv=

mid=

hmid=

siteid=0

co_partnerld=2

UsingssL=1

ru=hTTp%3A%2Z F%E2Fwww. ebay. com

pageType=-1

rtmDat a=A0L%3DgEY ALTHOFAAAAAANWDSUYDITH2 BwDM3F] axA%3BMOL%3DATALR
ACEIQEA%EBTCOl%EDWB42U8T%2EGBAAAGWCdeEﬁﬂﬂﬂﬁﬁﬁmgUJXAAgSnAngHQSA
Do7 1Bk axACK3IBPSXI0T. 0

userid=sample_user_123

Eass=qwerl234

got=

=]

Before the installation of Rapport, the credentials from ebay.com were stolen. After the installation, NetHell was not

able to steal any credentials from ebay.com.

Result: Rapport prevented all known NetHell's attacks against eBay.
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SilentBanker

Known attacks: Credentials theft
Tested against: Rapport Dawsonite Build 0417.2

SilentBanker creates a new dynamic library in the system directory and installs it as a Browser Helper Object. This
library hooks some functions including the HttpSendRequest* functions. The credentials transmitted via this functions
are stolen and sent out. The stolen data are sent out in an unencrypted form.

The unencrypted data

[P silentBanker.plain - Notepad . =1olx]

File Edit Format Wiew Help

77777777777777777777777777777 3B72E2SFEFRFCT

Content-Disposition: form-data; name="b"

----------------------------- 38F2EZ SFEFSFCT
Content-Disposition: form-data; name="datablock"; Tilename="C:“datablock"”
Content-Type: applicationsocter-stream

Content-Transfer-encoding: binary

MEcISAPICommand=51ignInwelcome
bhid=
1se=false
Tsw=
mid=
himd d=
siteid=0
co_partnerId=2
UsingssL=1
ru=httpE3A%2 FE2 Feww. ebay. com
pR=
pal=
paZ=
pasi=
dl1=-1
pageType=-1
userid=sample_user_123
Eass=qwerl234
got=
https: 7 signin. ebay. com ws  eBayIsAPI.dll?co_partnerid=2Z&siteid=0&UsingssL=1
welcome to eBay - Microsoft Internet Explorer
https: A signin. ebay. com ws eBayISAPI.d117SignIn&r u=htTpx3ak2FE2 Fwww. ebay. co
lud

————————————————————————————— 3872E25FEFBFCT——

Before the installation of Rapport, the credentials from ebay.com were stolen. After the installation, SilentBanker was
not able to steal any credentials from ebay.com.

Result: Rapport prevented all known SilentBanker's attacks against eBay.
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Wsnpoem
Known attacks: Credentials theft

Tested against: Rapport Dawsonite Build 0407.0 (the first variant), Rapport Dawsonite Build 0417.2 (the second
variant)

This malware injects malicious code into many processes including "winlogon.exe", Windows Explorer, Internet
Explorer and so on. User mode hooks are installed within Internet Explorer to steal the data sent via HttpSendRequest*.
The data is encrypted and saved to "C:\WINDOW S S\system32\wsnpoem\audio.dll".

The encrypted data in "audio.dll" The decrypted data
1ol | 1 =
File Edit Format Yiew Help File Edt Format Wiew Help
Fzz~34 11 1g7 g klow mac!yH kLowG]oAG - https://signin. ebay. com/ws /eBayISAPI. d11751gnIn%26ru=httpk3A%2F
]bbl]?1 G +<8?{3fzz~+—0+<H+<H kTow B ézpwﬁw.ééay?cgm] : /s /eBay 9 b 'J
macsi{ | g]3EKWBATIKI4 Joc~bkal 1k |07 <=. Ekw] K034 foc~bkal bk |Q7<=1U userid=KEYLOGGED:sample_user_123 KEYSREAD:sample_user_123
fzz-J4!11g1 g" klow macly}lkLows]oiG [https://signin. ebay. com/ws/eBayTsaPI. d11751gnInkz6ru=htt %3 A%2F
jbbl]gi’G +<8|{3fzz~+—0+<H+<Hyyy kTow oy %2 Fuww, 2hay . com)
E%C5”"°}$3§Trfﬁié§3igyk|7<=:-EKW]\K034”Yk|°<=:”Uf22“}4!!}97 9 pass=KEYLOGGED: fwer1234 KEVSREAD:gwerl?34
oW mac o s e tomd = e
'bblmaQ~oYz k|913<+<8}g2kg%3>+<8[}g i]11e37s0vkbmack. za. kLowdChmG gié%géug{;1gglzi§bay.com/ws/eaayISAPI.d1T?co_partner1d-2%26s1te1
1OAGMaCCD 33191 G vkbmackn Fg13ub} 3h0b}kub}x3ucgaEﬂchJBU}gzng e e oiia theBay
3r-0maQ~0|z k|Gi3<0[ta 1]118370] {3 z2—+=0+<H+<Hyyy k1 e
MAC Irere3 ~073 1~D<3 I~D= 3u573#7u~01k2w~k3#7u|ch02030>7+ =17 LWOBGF +H EEgé%APICDmmand-S1gnInwe1cume
0000000y a ] { x>0 2+<Ly IC=HOOWO+=LC> 7+=10GO0LOMKG_T0+=LZM>7+=1yL : T [6 b 1_% 1
2+<L1LOOOIyMwLELoooooooci[DVOO?]‘oia?F_603a9gLeovom+=LA]+=Jz 159' al5e
>0{ k| 933 toc-bkal bk |a7<=0~a}}30yk | 7<=: 12imz310 m?;i
hmid=
siteid=0
Co_partnerld=2
UsingssL=l
ru=httpX3A%2F%2Fwww. abay. com
PR=
- pal=
_i pal=
nai=
1=-1
nageType=-1

rtmData=AUl%3DoEYALTHOF ALAAALAWDSUY 01T X2 BWDM3F ] X ARIEMOL%I DAL AAE
ACEIQEA%BBTCOl%EDWB4ZU8T%2EGBAAAGwCdeBﬁﬁﬁﬁﬁﬁﬁmgUJXAAQSnAngHQSA
D078k axACK3IBPSX30T. O
userid=sample_user_123
Eass=qwer1234

gct=

Before the installation of Rapport, the credentials from ebay.com were stolen. After the installation, Wsnpoem was not
able to steal any credentials from ebay.com.

Result: Rapport prevented all known Wsnpoem's attacks against eBay.
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Papras
Known attacks: Credentials theft
Tested against: Rapport Dawsonite Build 0407.0

Papras creates a new binary file in "C:\Windows\" and executes it. Then it loads a driver and installs some SSDT hooks
to hide its presence in the system. After that, it injects some malicious code into many processes including Internet
Explorer and hooks some functions including HttpSendRequestA. The data to be send via this function is parsed
and sent to the hidden process using WM_COPYDATA message. This process uses HttpSendRequestA function
to send the data out. However, the sending of the data failed very often because its mothership was not very stable.
Therefore we decided not to analyze the traffic. We developed a utility that hooks the HttpSendRequestA function
in the hidden process and saves the data to be sent in a log file. This data was used as a proof of the stolen credentials.

The unencrypted data
[P data.plain - Notepad 5 -10] x|
File Edit Format Miew Help
--2cfzd2cfadzcfzd R

Content-Disposition: form-data; name="upload_file"; filename="46615229%, 237"
Content-Type: application/octet-stream

URL:

https://signin. ebay. comfws feBaylsarl. d117co_partnerid=2&siteid=08&UsingssL=1
MfcIsapICommand=59gninwel comedbhid=41se=False&]sv=4mid=4hmid=4siteid=0&co_par
thnerld=2&0singssL=1&r u=htt p%3A%2F%2Fwww. ebay. com&pp=_&pal=_&pa2=&pa3i=&il=-1&pag
eType -1&rtmpata=&userid=sample_user _123&pass=qwerl234

--2cfadzcf2dacfad--

Before the installation of Rapport, the credentials from ebay.com were stolen. After the installation, Papras was not able
to steal any credentials from ebay.com.

Result: Rapport prevented all known Papras' attacks against eBay.
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MBR Torpig

Known attacks: Credentials theft, Displaying phishing pages
Tested against: Rapport Dawsonite Build 0407.0

This malware installs itself into the master boot record to be executed whenever the computer starts. The Torpig's code
runs inside the process "services.exe" and from within this process it saves the stolen data in "C:\Windows\Temp\"
directory. The data is stolen via inline hooks placed into Internet Explorer. Whenever a user tries to login on ebay.com

or paypal.com, the malware shows a phishing page that asks for the user's private data. Here is an example of such
phishing page:

A eBay.com - User identification - Microsoft Internet Explorer

File Edit wiew Favorites Tools Help

@Back Al > | Iﬂ I’_,",LI ";‘| }.T“Search b £ avorites 6__‘} 6=~ ,’ =3 “:-:;

Address :@Ll https:fisignin. ebay .comfws/eBayISAPT difco_partnetid=z&siteid=0lsing55L=1
ebh’

Attention !

“We have noticed an ncreasing frandulent activity recently. In order to provide your security and 7
protect you from fraudsters we have mtroduced a new system of identification that will help us
to avoid any kind of fraud or unauthorised access

Your privacy is important to us

“We do not sell or rent your

Please enter as more information as possible to provide your complete identification and to personal information to third

activate all the features of the new system parties for tl.aejr marketing s
purposes without your explicit

User Information: consent.

_First name: - }ast name: To learn more, see eBay's privacy
policy

Date of Birth: _

i;-Month-- & |-Day- | TYear|

Social Security Number (US residents only):

Mother's Maiden Name:

E-mail:

Card Information (ie, ATMV, debit, credit card):

Card Number:

We used slightly different approach to test this malware. On the testing machine was installed MBR Torpig and then
Rapport. Rapport was turned off and Torpig was tested as usual (login on eBay with username "sample user 123"
and password "qwer1234"). After this, Rapport was turned on and we performed the test again (login on eBay

with username "sample user 3211" and password "rewq4321"). To analyze the stolen data we used the data stored
in "C:\Windows\Temp" directory.
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The unencrypted data
B dataplaintut-WordPad ~=lolx|

File Edit Yew Insert Format Help

DlzlE| Sl sl ¢lelel| B

hDDD"C”HDDDDIP 192 .168.20.7:

[grg 220]

Process: c:'\program files'internet explorerhiexplore.exe

REQUEST:

HEALDERS :

POST /ms/eBayISAPI.dll?coipartner1d=2&51te1d=D&U51ngSSL=1 HTTPA1.1
Referer: https://signin.ebav.con/ws/eBayISAPI.dll?co partnerid=Zesitei

FPO3T_FORN:
MfcISAPIComnand=SignInille lcome
bhid=

lse=false

lsw=

mid=

hmid=

Siteid=0

co.partnerId=2

UsingsS5L=1
ru=http%3A%2F%ZFwuw.ehay.coms2F

pageType=-1

rtmbata=Co01l%53DgAT A MmBARARAR AoNF3ES3BA01S3DABQACEG4SDARARLARGENWIHZZZ9d
userid=sample user 123

pass=querl234

REGMATCHES @

4] I 3|
Far Help, press Fl1 i

Before the installation of Rapport, the credentials from ebay.com were stolen and the phishing page appeared.
After the installation, Torpig was not able to steal any credentials from ebay.com and no phishing page appeared.

Result: Rapport prevented all known MBR Torpig's attacks against eBay.
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Torpig
Known attacks: Credentials theft
Tested against: Rapport Dawsonite Build 0407.0

(.

TRHANSPARENT

This malware creates new dynamic libraries in "C:\Program Files\Common Files\Microsoft Shared\Web Folders"
and injects one of them into almost all running processes. This library hooks many functions including Crypt*

and HttpSendRequest* functions. Then the malware runs a new instance of "svchost.exe",

credentials into a file in "C:\Windows\Temp".
via the HttpSendRequestA API in an encrypted form.

The stolen credentials are sent out by the

which saves the stolen
"svchost.exe"

The encrypted data

P encrypted.tut - Notepad i

File Edit Format Yiew Help

=l0lx]

M+HEXF § KX EVTLXr DYBONZNYZ Tw3Zmd BFMOU,] 7UT AXgEINhFHZW Tk DaB+sMPYWn 18
B 1av3iULLAG/D04 TBICHOFKWEGLAVYXWLC0S 0ICKtIETVIUS T 1 C5viXK2GI212VR
UTZTTKFQL 1¥ruhxB4 SBCCQP VU § 1y xXLAOCT 1Y MavFSv cs SVAT Tostvoom ]k SZAE
LT YBUTEY r MO TFyZVUV JwWvSwi BwBBELE0s 0XZFk 1ZFVRT UCVVE THBemCXgd BAC 00K
T1BEMFHOS T ugk uE; UOHikhngJiRK¥8/1uEORqutHfauvueFNpOTOHAweJCAQXHﬁz
FkmFHr /QODRM<ChPI Y UTWLXBU3 nd T IDXGT 3PMOZ J+0BV, LA+Z63Ck S cf 1 10T pag
x3x+mw4agcun1h51hsqTEaTEHpTu4MQthszNerNUNkx?fLuDkxxanlzorAA 70
Kh7R3CYSYECLIHAZim] €502 g4 UEGTRN] IxImIqUMBovgtr P3FLTZISYSCnrualrnfL
//5w0KdEuwa1145Fcp1T8vuwATRlTNgFKPeoKvolA/LyEUFNAvcwED1H25kb1RuHJ
miMY3pOFUZ2 7UpabkTgBPNIFOdr PC4 pEr IFDKR 31 BvDOhd Tvwe zShr gEwwk Hrf65g
a2 J2WREG4RF 04 FHyS AWBOF S 00ABKOSMLCNLYBYHGDABDA3RACOZDP M3 cdbxwizr
thgNZFWO]Fx31br5ulGQUt4NBXREu82RuZCT?P?FkMQYTUGUXfQDVIXVUKGSQMOVX
Yacozj/z4A5Am9/00Hu1dQOARUY51parstMaeAFJSRHAITxbezmHEFKtovOLAdi
RA0T s 0RGXCOBMOS Tx3 dFUWQUHBOT c9d8ra29Imnns3haTxotalrnfh33804QR2U4E0
09wiRY2B299/E0EET0AdEPCIkYNGT aghGk SwescheH movidd SEMTTVUUBTR1VAL g
X TR70DM++AMdLhxPQICEE0LMUBT /N3 LURCWE IZGEMDLMAELG 1 SRZERWR+XQEX,/A
NASLLS 7HCPR]1yMowHYPTESY CRS fjzRFKEBawETRGT 1 BOOUGHT T SgrlcYHOxDUI160Ba
51bg5v7]HREJZZR/KSISRN91Zt3%VEJWdCEDRVDDWFDVbeGlAJ1dVUVJWp4qhtSwM
LCOsIvmWELThVET j csviwdTKERIwwxwy 2 6yvanael L4 § ol duuxdmvswi vy xwLE
35 55EwW1F25xT3sk 0bOB0 STy AldxVWATDK HSMALFY SLSwT digaCUI IwlExAkCtBLDUbL
MR TEWPQXLR+

——swefasughwx T
Content-Disposition: form-data; name=datafile; filename="data.str"
Content-Type: applicationfoctet-stream

M+ OkCTOBZOUGHT o7 gFGR2 S ACEF§50hoLyBP1 110U 2] UzmMeoUGhOL/PHOAEZC
dzswsHhoATXsE/32 5xBav2YhBF 05 gFYCt 1Dy 8/ NIGhEZ KwhxYPIETNER Svr 1BUSQCY
CH0KP 5 AVZNT AZ86wIKRFOMVRZME BENOUT S 8PNIGhES IQBDR+8EWUIFG73BEXYT 11X
qjo+vkbixn7e80k aGnEWAEL77DET4 Ur 192t HQOo+WaTHE awLwtvi /b /ak 5ho3 5uuG
T 7BEMSDeh3 SwpLWOA4 AULL S0wwek 2n /2T qoxd T egF Ad+oMXNEP v 1BUSUT ZwHS jmC
WEMIDah3 SwpLw0ad ALUL1 SQwRB0D+0PILSTO+hUpBd+chw+T 37 /hoBLUvcM T EXDhopxR
3hR+f66wx3WHE9AkJ?ﬁwlTSUFWGYNJthxMABNE+“mM+FK5fxrREhUb1ROHT3mAFft
S+ZHPWZKUNISQUES4Chaiu7m/a1jCqOEmMaBAeus Lz+hG6yvx 1 CwBBaDqdwimMLkglR,/
HuBAdaBEABL0ZVwSaF9Bh1 51 Bo0ve 9 1Ed dPev Av+ 1L 7MVEk pScj xBO3 3mcF /15409
CwMTHI LEAUE3 60X COE/M+UUFSXIgfmZeeaAT BTEGT KUZWEZUPML KaxFnDvyr d+ /260
WFXDEQT 105Uk pwd Efcpt+w3 TLFOMyIMmEY KV /Z 544 2 prwk MO EAQHrrC2ToRUrL 5GQs A
F2UOHVZ S gWdGEOAMEY eY HRL1B0ZET duoCvewP 5+3 gDk OPMLKGHT nDvvr ch /2 8gVF XD
s5cozj+wq2uq3m9+cKsltAOAFNdeuMFfds?fzvakmojEAQHrrczfuRurlsquTnp+
ZA4 qrofF<4Err /MCPRI1yMowMCPIMXad joagte deTchH/mDvxiSGan?gOJOXOkTh
095gEx7Uvs x+8G51 1yPEAGYPLOMrQIur 3me0ddfDswsHbgalxs apbéd RddHhanGORp
JFpad 0zv/KOKRVP7Nws IFOAKHOT L4 vr OTURT ezgLC zmwF ETwiwrmaShd FUGOSC g swEg
VeBwT g 920MQF s SowdKPowmUULAr Frk DESROS SxvGT 3HFMIero i vDY avz UyNAE /60F B
23mAD7JdAQDSY1UaMprAGRGwSOAbBtGahaOJxOijeEEhKthRSSSCnFURpSFYCUE
H2 8Py cd1hOkavHbr cUFFASUMDXGHR Iw/HVLLEZ § Fhs 3zt AJVGEZBWdTvwE 1 ywf
x0T TYNVWFSpPovwFdtviwtLCImI1U2shyFLEIXLFY cTa813cdsxmIlk 1s1d33xLEST
01 YmvFiv1Us &

The decrypted data
Il
File Edit Format ‘iew Help
ru=http:/ www. ehay. com :j
PP=
pal=
pal=
pasi=
11=-1
pageType=-1

rtmbat a=A0L=0EYAMQS S DAAAAAAAGRZ, /TLEDGkWepdoPZ IWxa; MOL=AGAAALAALBCA
QaIgga; TCOL=wESLAalyEEALAGADED T ALLLAAAMLLADY+ NAALAAAGUTMAS T OCagepda
GONMAKWXAL PS=T. 0

user1d=sampTe_user_123

pass=qwerlis4

AAABCAQATOGA; TCOL=wESLAa]lyEBALAGADED 7 ALLLAAAAADY+NAAAAAAGUTMAS ] OC
AgepdAgOnMAKWXAT; PS=T. 0

userid=sample_user_123

pass=qwerl234

[Build wasi5_109]
https://login.yahoo. com/config/mail?. intl=us
https://Togin.yahoo. com/configlogin?

posT

tries¢ffield_hiddend: 1

Lsredffield_hidden): ym

.mds¢ffield_hidden):

chash(ffield_hidden):

.qs(FFie1d_hidden):

Clast(ffield_hidden):

promocffield_hidden):

LAnt1(Ffield _hidden): us

Cbypass(ffield_hidden):

.partner (ffield_hidden):

LuCfFfield_hidden): ek58?5d47sjjr

SeFfield_hidden):

.cha]]enge(ffﬂe]d h1dden) wkbkLuveOovoBFBKHIPITkMrta%zo
ypluscffield_hidden)

.emailcode(ffield_l h1dden):

pkglffield_hiddend:

stepid(ffield_hidden):

cev(fFfield_hidden):

hashis rffield_hidden): 1

.chkrfftield_hiddenl: v

cdoneCffield_hidden): http://mail.yahoo, com
cpdffield_hidden): ym_wver=0&c= =
10g1n(ff1e1d _text): some.userl23@yahoo. com
passwd(ffield_password): passiz3

Before the installation of Rapport, the credentials from ebay.com were stolen. After the installation, Torpig was not able

to steal any credentials from ebay.com.

Result: Rapport prevented all known Torpig's attacks against eBay.
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Testing Rapport UPG vs. 7 malware

CoreFlood

Known attacks: Credentials theft
Tested against: Rapport Dawsonite Build 0417.2

This malware creates some files in system directory "C:\WINDOWS\system32" including ".dat" files and one ".dil" file.
The ".dil" file is loaded into Internet Explorer and Windows Explorer as an Icon Overlay Handler (IOH). When a user
enters credentials on a login page and then clicks on a button, the malware saves the credentials in memory and within
a while it encodes them and saves them into one of the ".dat" files.

The encrypted data

The decrypted data

P mmeshexl.dat - Notepad N S[=]E M P decrypted.txt - Notepad 1 =101 x|
File Edit Format View Help File Edit Format ‘iew Help
Ebd 1003 0 2=00000fC">aclxd, "#0)& ()TT), IX7123@TU_AVT. Z>>TEAL"_Z)C» "Bl & -
gsueﬁuwﬂxv EEdn at record position 1422, FOUND sub-record: ts=487.298000, code=9
(< cqeemegk'l>EI]quttuvD|JEIDIJEID1;EI¢IJEID o005, ATC03aa055 1T 00 ru;UZAEEéNO*EcéGay LOG_BROWSER: Thread_id=1%56, index=15, code=10, length=4
T S RRARTY nN>EEy®ﬂ ruhu51;<a,§ EaV T es]+RreaatAance b iie Codtzo-0 userid
t/cno, svINLTsF_P Z@8wey+vyH] | 11| nIF 10wPTHAQDOD| ]Z vahzOlaws><7>7" TFECDLECHOOYT 10
uu7@76<3ku1>6u4u uuuuuDuuuuxmuuusuuuuumuus]uuuuzewecguudyud Toi At record position 1444, FOUND sub-record: ts=487.296000, code=O
Daacaboan §2Léw§acnr§s—ZUr—Lu0r 1607t ‘BE07Rgd ~5a0, dgn-a1? ireTean sectqi o LOG_BROWSER: Thread_id=1956, index=15, code=11, length=15
240, 0TS TRCTEL S 2] " 1-ERDSTR A2 Zosph] rwd | x=; A- €pedlderf(,,07 | DmO#ENE Foe0., S#E2 sample_user_123
§<<267 77]593]3957edub1Jme}k]CIEG Jaln2<696ar+4€<§1oppinldrbhhbfroonovaoyoo
000adg 440 d 2¢840"rUnsdd At d ition 1475, FOUND sub- d: ts=487.296000 da=9
1nquED%D$EA§UNCIAI CEUR N ECMEAOE L 1 15" Bel-2TS0- - g LU pp-ATE DB LOG. DROWSER: thread ideiose, index-ls, codesr, lengthed = o
VTR, 2 Ger$00- T'“Zh200VCdo-£r | /og2T, Syvwr Dz IFADQHDIMRLaD\[EEJGEMZWDEI AXAR "y = = 2 & 2
AD630+)rg*eaks' 20, ¥§7135)5: A0-1@156, 000FO0O00K 00000 O0,]],~£.0
Ei”gg?g%ggigé{ Eg{Lgd‘gg zggaggﬁgﬁNUEEONEE&@@@daafiClUA“‘AODGZEEI T BT 25 A 1 At record position 1491, FOUND sub-racord: Ts=487.296000, code=9
2070 —M"Tv%gdknwmequmzz L4731 hv<usy AQZKSINN LLcIbHIS_Z Fég(SEEBROWSER. thread_id=1956, index=15, code=10, length=4
umy[]gmﬂnbmu#z? SI/%H, 12pB%&U74 5> =0 [UU[wrgosmionoL$20Pogi=Un D000NI0_00
omEg T Sulit ST - : Ts= e
0i¥’ ﬁLtaquu%ﬂuuRDeAOAOOxIRE©§«M«§© HOGODOBOAOTY™0, T 581" eatfaation’ n° qpueqy ||| |[F5_reord position 13Ll, rounn suk-record: Ts-487.296000, code=o:
OR"SLERE T-02 G008 ™0ZT50 uzw&fqnzxxr@uuuuu e eEl AT £ = : ’ ’ g9
FIXE; g{I]EIEII]EIEII]/ﬂHZRF‘FD] JNEM;!aD):? ‘Landadhez M, T - 9
+533" 1> pFL#BD* < 5%24=20070C6/00]H, 00 ON#D01S 00w)00[0! "o#00c6) ot d ition 1535. FOUND sub d: TS=487.296000 de=oi
Po«e enyininaites ¢0nozFiionz" BHCTOESOTRD Kai” WA EASFAXDOAE] o TAUATAACEVA R e E R R R ) SH0SRBCORO RS Adh Ao s A 0000, coes
UL‘IaUSM At aevale? eegee}RndngewMMg—lsu S004° 10 LOG_BROWSER: thread_id=1256, index=13, code=8, Tlength=0
uuuuuzugemoxu L 11SE,, 55001 R0& 3% V-G /BL2AD, 67C76; LNOPRZAC: EFXEJJKORFOAE/E ik
e

ferlaly m.”b‘jg";\];g;“;igm“ o Q{’gggggg}gﬂmﬂggg;gggggﬂgu TP LSS ITn st record position 1551, FOUND sub-record: t5-487.296000, cods-9i
11070284088 )62 Z0-G20f LE Uyt 05 10GID uwk?vxmkDSuuuuu“loAsdiz + iOG—BRO"."SER: thread_id=1956, index-15, code-10, Tength-18
BSUID --5/0A,Epg"t 1 2<<=1; BABCHHAHROKKLM : 1) 9% | ceprestgnIneptian

at record position 1585, FOUND sub-record: ts=487.296000, code=%

LOG_BROWSER: thread_id=1956, index=15, code=11, length=1

1

| 3

Before the installation of Rapport, the credentials from ebay.com were stolen. After the installation, CoreFlood was not

able to steal any credentials from ebay.com.

Result: Rapport prevented all known CoreFlood's attacks against eBay.
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Summary

Rapport prevented all known attacks against eBay. The credentials under the Rapport's protection were successfully
transmitted to the target without a danger of a theft. In case of MBR Torpig, Rapport prevented not only the data theft
but also prevented its phishing attempts. Other malware did not display phishing pages.

Testing result
Malware Credentials Phishing
theft

NetHell N/A
SilentBanker N/A
Wsnpoem N/A
Papras N/A
MBR Torpig

Torpig N/A
CoreFlood N/A

About Matousec — Transparent security

Matousec — Transparent security is a group of talented individuals with unique skills and knowhow on the field
of computer security, especially in topics related to the security and the protection of Windows desktops, Internet
security, security software design, reverse engineering and malware prevention, detection and analyses.

Since establishment of our group, we have focused on analyses, testing and design of security related software that runs
on Windows NT platforms (Windows 2000, XP, 2003 and Vista). We also have experiences with malware analyses,
development of penetration tools and vulnerability research. We have provided various researches and consultations
to the leading vendors of personal firewall software. We have also been involved in the design and development
of various security related software.
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