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Trusteer Rapport 
 

It’s a known fact that the internet is a hotbed for 
malware and phishing attacks. So when your customers 
bank with you online, they become prime targets for 
such attacks and so do you. Fraudsters are coming up 
with sophisticated techniques to hijack your customers’ 
account credentials and commit fraud against you every 
day, making it tough to keep up. Zero day attacks 
further complicate the issue. Strong authentication 
techniques are no longer enough as criminals have 
already found ways to break through them. What can 
you do to protect assets and prevent online fraud? 

 
Trusteer Rapport - Trusted by Hundreds of Banks 
and Tens of Millions of Customers  

Rapport is a lightweight security solution that prevents 
sensitive data, such as account credentials, from being 
stolen from customer computers. By locking down 
customer browsers and creating a tunnel for safe 
communication with your online banking website, 
Rapport prevents Man-in-the-Browser (malware) and 
Man-in-the-Middle attacks that aim to gain unauthorized 
access to web pages and sensitive information flowing 
through it. Phishing is also prevented via website 
authentication to ensure that customer account 
credentials are passed to genuine sources only. 
Trusteer Rapport blocks advanced Trojans including 
Zeus, Silon, Torpig and Yaludle, and comes with a rapid 
update mechanism that allows it to immediately take 
action against changes in threat and malware behavior. 

Trusteer Rapport can be deployed in days and comes 
with a proprietary management application that enables 
you to effectively trigger alerts, view and analyze data 
as well as manage security. Downloadable by your 
customers in seconds, Trusteer Rapport is desktop 
software that works in the background and doesn’t call 
for a change in user behavior – your customers can 
bank and use the internet as usual – thus enabling fast 
adoption.  

 

Trusteer Rapport differs from Anti-Virus and Firewalls 
because it: 

1. Locks down access to financial and private data 
instead of looking for malware signatures  

2. Communicates with your online banking website to 
provide feedback on security level and report 
unauthorized access attempts   

3. Enables you to take immediate action against 
changes in threat 

 

Features: 

 Blocks Zeus, Torpig, Silent Banker and other Man-in-
the-Browser attacks 

 Blocks all malware attacks including Keyloggers and 
Pharming 

 Enables phishing site detection and confirmation 

 Delivers advanced reporting on current and new 
threats including zero-day attacks 

 Comes with pre-packaged marketing tools and 
materials 

 24x7 support option 

 

Benefits: 

 Prevention of wire and ACH fraud 

 Deployment within weeks, no IT integration required 

 Fast notification of threats affecting your customers 

 Fast adoption by your customers using proven tools 

 Added security with no change in user behavior 

 Proactive rather than reactive to threats and 
incidents 

 

http://www.trusteer.com/

