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Trusteer Secure Web Access for Tablets and Mobile Phones 
 

IT departments are under pressure from the executive 
suite all the way to the departmental level to allow 
employee-owned tablets and mobile devices to connect 
to secure enterprise web resources. While this might be 
great for productivity, it can seriously undermine the 
security of sensitive corporate data. Tablets and mobile 
devices – including the iPad, iPhone, and Android - are 
just as vulnerable to malware attacks as PCs since they 
also have exploitable flaws that malware can abuse. 
What’s more, recent research reports indicate that 
criminals will escalate attacks on fragile mobile 
infrastructure. Opening the door to potentially infected 
devices could expose confidential business data to 
criminals.  Can enterprises really run the risk of trusting 
every mobile device that attempts to access their 
network? 

Secure Web Access from Mobile Devices 

Trusteer Secure Web Access for tablets and mobile 
phones protects confidential corporate data by allowing 
access to malware-free, properly secured devices only. 
It enables control of connections to enterprise and cloud 
based web resources based on the security status of 
the device.  

When access to enterprise web resources is requested, 
Trusteer Secure Web Access evaluates the device for 
the presence of malware or vulnerabilities. It permits a 
connection only if the device is found to be malware free 
and without vulnerabilities. Tablets and mobile phones 
not employing Secure Web Access are barred from 
network access and are asked to download it, keeping 
potential threats out of enterprise web resources.  

What’s more, enterprises can get real time events of 
infected or vulnerable devices attempting access to web 
resources. This enables proactive action to mitigate 
potential threats.    

Trusteer’s is the only mobile and tablet security solution 
that can be deployed within hours and without any need 
for dedicated software or hardware in the data center.  

Once deployed, the solution requires zero employee 
training. Its easy to use interface and instant on 
boarding process allow employees to immediately enjoy 
secure access to selected web resources from all major 
tablets and mobile devices.  

Trusteer’s solution is based on award winning 
technology used by more than 100 leading banks 
around the world to protect critical online banking 
applications being accessed from potentially insecure 
customer endpoints. 

Features: 

 Enables access only to malware and vulnerability 
free devices 

 Provides immediate alerts on insecure devices trying 
to connect to enterprise web resources 

 Protects browser content and log-in credentials from 
being captured by malware and phishing   

 Cloud-based management 

 Instant integration with any web application or access 
gateway 

 Supports all major tablets and mobile devices  

 24x7 support option 

Benefits: 

 Allow employees to securely connect from any tablet 
or mobile device 

 Keep infected and insecure devices away from your 
network and web applications 

 Identify and react to tablets and mobiles devices at 
risk 

 Ensure confidentiality of log-in credentials and 
corporate data when accessed from mobile devices 

 Fast and easy deployment 

 Easy to use interface requiring no employee training 

http://www.trusteer.com/

